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DevicelLab Payload Collector, - How to load keys!

The Payload Collector supports decrypting frames and for that use relevant keys
must be loaded!

How to load keys from a Kamstrup “"KEM file":

In the Payload Collector, open “"Key management” and select “Load keys from
KEM file”.
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Locate and select the KEM file and Press “Open”
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Enter the KEM file password, press "OK” and the keys are loaded!
File Edit Key management Remote Reports
Open serial port  Close serial port  _ ! Search Decoded Reg

Frames | Meters | Setup

Reception time | RSS51 Senal Manufacturer Version Device Description Status Decoded Main valw
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How to load keys from a “"CSV file”:

The format of the .csv file must be as follows...

File Edit Search View Encoding Language Settings Tools Macro F
cEHBER LS skl oc (Mm% %S |EE

i key-file-test.csv E3 |

1 SERIAL; KEY; MANUFACTURER
2 12345678;0123456T30ABCDEFOLZ23456TE0RABCDEF  LUG
3 12345678;0123456T35ABCDEFOLZ234567T89ABCDEF ; DME

Example:

SERIAL;KEY;MANUFACTURER
12345678;0123456789ABCDEF0123456789ABCDEF;LUG
12345678;0123456789ABCDEF0123456789ABCDEF; DME
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In the Payload Collector, open “Key management” and select “Load keys from
CSV file”.

ﬂ? Devicelab Collector App v, 0.2.16.58+ac8783 25174 SFEJER0FE0c20d5f4df2f01Gae - Licensed to |
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Locate and select the CSV file, press "Open” and the keys are loaded.
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How to load keys from a “IST file":

If you have received a ISTA key file formatted as follows...

= IST-keys.bt E3 |

1 devicelID;Eey
2 |5112112 345678;01-23-45-67-89-AB-CD-EF-01-23-45-67-89-4B-CD-EF

This can be loaded as a “IST file”.
In the Payload Collector, open “Key management” and select “Load keys from
IST file”.
ﬁ‘. Devicelab Collector App v. 0.2.16.58+ ac8783251f74c 5ffedB90fE09c20d 5f4df2f01Bae - Licensed to k
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Locate and select the IST file, press "Open” and the keys are loaded.
@

File Edit Keymanagement Remote Reports

Cpen serial port Close serial port  _ ! Search Decoded Required _ i Frames captured: 0{0

Frames | Meters | Setup

Reception time  RS5] Serial Manufacturer Version Device Description 5Status Decoded Main value Field count Repeated Encrypti

This PC Downloads
Organize « Mew felder
l Grogu_Share Nare Date modified
Music

ument

P Desktop

E Documents
Downloads
Music

EH Pictures

Videos

o Network

2025-01-03



\_C -
@) DeviceLab

How to load keys “"Manually”:

Single keys can also be added manually...
In the Payload Collector, open “Key management” and select "Manually add key”.

’@ Devicelab Collector App v. 0.2,16.58+ac8783251f74c5ff6d690f69c20d 5744201 Gae - License
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Enter “"Manufacture”, “Serial”, "Hexkey” and press “Add key” to load key!

@ Devicelab Collector App v. 0.2.16.58+ac878325 174 c5{f6d600f60c20d 5f4df2f01 6ae - Licensed to Karsten Backgaard
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Find devices with loaded keys:

Devices with a loaded key is shown in the Payload Collector under open “Show

keys”.
@ Devicelab Collector App v. 0.2,16.58+ac8783251f74c5ff6dB90f69c2(
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@ Devicelab Collector App v. 0.2.16.58+ac878325174c5ffod 60060 20d 5f4df 2F01
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Values and info for devices with loaded key are now shown in Payload

Collector:
@ Devicelab Collector App v. 0.2.16.58

App v. 0. 58 8325117 - x

File Edit Keymanagement Remote Reports

i Openserislport Closeserial port _ | Search BMT Decoded Required _ | Frames captured: 2863 (11 Disployed)  Total meters: 113 (0 Found 0 Missing 2 Displayed) _

Frames | Meters | Setp

Receptiontime | RSS| Serisl  Manufacturer Version Device Description Status Decoded Mainvalue  Field count Repeated Encryptionmode  Errorflags Parseerrors|  Error flags

03012025 13.2400| -84 | 19050653 | BMT 10 18 |RFM-AME Room sensor 00 M |essc 644% |15 0] |Modes 0 el

03.01.2025 13.21.00[-60 | 18050563 | BMT 10 1B |RFM-AMB Room sensor 00 W [1972°C 449%][15 []  [Modes 0

03.01.2025 13.2025[-82 [ 10050653 |BMT 10 18 RFM-AMB Room sansor 00 ] |es6c 644 |15 ] [Modes 0 Description Value Unit  SubUnit

03.01.2025 13.17.45[-60 | 19050563 | BMT 10 1B |RFM-AMB Room sensor 00 W [1970°C 443%][15 []  [Modes 0 External 6.66 i o

03.01.2025 13.17.11[-86_| 19050653 | BMT 10 18 |RFM-AME Room sensor [ M [e66°C 644% |15 ] |Modes 0 External 6,63 C o

03.01.2025 13,1409[-60 | 19050563 |BMT 10 1B |RFM-AMB Room sensor 00 W [1970°C 449%][15 []  [Modes 0 External 821 C o

03.01.2025 13.13.35(-82 | 19050653 |BMT 10 18 |RFM-AMB Room sensor [ M [666°C 644% |15 C]  [Modes 0 External 6,60 C o

03.01.2025 13,10.55[-60 | 19050563 |BMT 10 1B |RFM-AMB Room sensor 00 W [1970°C 449%][15 []  [Modes 0 External 6.66 C o

03012025 13.10.22[ -85 | 18050653 | BMT 10 6 |RFM-AMB Room sensor 00 M [665°C643% |15 [] [Modes 0 External 7.50 C o

03.01.2025 13.07.19[-60_| 19050563 | BMT 10 18 |RFM-AME Room sensor ) W [1973°C456%[15 ] [Modes 0 External 0,62 C 0

03.01.2025 13.0647[-82 | 19050653 |BMT 10 1B |RFM-AMB Room sensor 00 W [e65ce43% |15 (] [Modes 0 Relative humidity 644 % o
Relative humidity 643 % o
Relative humidity 668 % o
Relative humidity 64,1 % o
Relative humidity 644 % o
Relative humidity 654 % o
Relative humidity 600 % o
Extended date and time|03-01-2025 1443:50 o
Legend: Main Duedale-
Hexadecimal encoded wireless frame
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